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Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
McGraw Communications, Inc.
Form 499 Filer [D: 816450
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.ER. § 64.2009(e), McGraw Communications, Inc. hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully submitted,

f
e

" Lance J M. Steinhart
Attomney for
McGraw Communications, Inc.

Enclosures
ce: Sadia Mendez
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Annual 47 C.F.R. § 64.2009(¢) CPNI Certification

EB Docket (6-36

1, Francis X. Ahearn, CEO of McGraw Communications, Inc., certify that 1 am an officer of the
company named above, and deting ds an agent of the conipany, that I have personal knowledge
that the company has established operating procedures that avé adequiate to ensure complhiance
with the Commission’s CPNI rules. See 47 C.F.R § 64,2001 ¢f seq.

Attached 1o this certification as Exhibit “A” is an accompanying statement explaining how
McGraw Communications, Inc.’s procedures ensure that the comtpany is in compliance with the
requirements sel torth in Section 64.2001 ¢f seq. of the Commission’s rules.

s

Narrie: Francis X. Ahearn
"ile: CEO
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Anngal 47 C.¥.R. § 64.2009%(e) CPNI Certification
EB Docket 06-36

MoGraw Conununications, Inc. has not taken any activng {proceecings instituted or
petitions filed by a company at cither state commissions, the court system, or at the Comunission
against data brokers) against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters ane using to attempt to acecss
CPNJ, and what steps companies are taking o protect CPNIL

MecGraw Communications, Inc. has not received any customer complaints in the past
year concerning the unautherized release of CPNI (number of customer complaints a company
has received related to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken
down by category or complaint, e.g., instances of improper-access by employees, instances of
improper disclosure o individuals not authorized to receive the information, or instances of
impropér access 1o online information by individuals not anthorized t view the information).

Jo. g
Signgd M‘éwa }g i/%v
Francis X. Ahearn, CEOQ
s

o
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McGraw Communications, Inc.
228 East 45th Sirest, 12th Floor
New York, New York 10017

Compliance Requirements

MeGraw Communications, InG. {"Company") maintains the following cperaﬂng procedures 1o ensure compliance with
the requirements set forth in Sectlon 64.2001 et seq. of the Commission's rules.

Section 64.2005 Use of customor proprietary Defwork informaiion without customer
approval.

{ay Any teletommundcations catries tay use, disclose, or permit aéccss to CENI for the purpose of
providing or mafeting service offinings among the categosies of service (e, local, Interexchange, and
CMRS) to which o customer already subsoribes fom the same carrler, withont customer approvel.

{1} I 4 telocommuniontions carrier provides different categorios of service, and a ocustomer
subseribes to move than one category of service offered by the carler, the casrier is parmitted to share
CPNI among the camie:”s affiliated eotities that provide aservics offering to the customer.

{2y I atelecommundcations cander provides different categories of servics, but a cusforser does
not subseribe fo more than one offering by the catrier, the candler I8 not permitted to share CPIY with is
offiliates, except a8 provided kn §64.2007().

by A telecommunications cavrier may not use, diselose, or permit aocess 1o CENE to market o 2
customer service offirings that ave withie a catepory of service to which the subsortber docs not elrendy
subscrive from thet oerrier, unless thut cevrior has customer approvdl to do so, except as deswibed in
prxagraph{o) of this seedon, .

(1} A wirsless provider may wse, disclose, or permit access o CPNIL derived from it provivion of
CMRS, without customer approval, for the provision, of CPE and informaion service(s). A wizeling carrier
mey uge, disclose of permit scoess to CPPY derived from its provision of foeal eachunge servics.or
interexchange service, without cusfoner approval, fot the provislon of CPE and <all answering, voios mafl
ot Teessaging, voice storage and retrieval services, fax store and forward, and protocol conversion,

{2} A telecommuniontions onerier may not wse, disclose, of permis aocess to CPNI fo identify or
track customers that call coxapetiog service providers, For exampls, & local exchanpe carrier muay nof vse
Tocal seyvics CPIT W tack sl oustomers that calt loval service competitors,

() A telecommunications carrier may use, discloss, or permit aootss to TPNI, without customer
approved, a8 descrlbed In tis paragraph (¢).

{13 A telecorumunications canier may use, declose, or pennit access to CFNI, without sustoreer
approval, iz s provision of inside wiring statlation, mehtenmce, and repalt setvites,

{2) CMRE providers may use, dzsclcsc, of peamit access o CENT for the pumpose of conddiicting
researdh on the health effocts of CMRE,

[}



(3) LECs, CMRS providers, and interconnected VolIP providers may use CPMJ, without customer
approval, to market services formerly known as adiunci-to-basie services, such as, but not Ymited fo, speed
dialing, computer-provided dlrectory assistance, call monitoring, call tracing, call blosking, ¢all return,
repeat disling, call teacking, call waiting, celler L., call forwarding, and cextain Centrex features,

{d) Atelecommunications carrier may use, disclose, or pesmit access to CPNI fo protect the rights
ox property of the carrler, or to protect usess of those services and other carriers from frandulont, sbusive, or

unlawful use of, o subiseripiion to, Such services,

The Compeny has adopted specific CPNI policies to ensure that, In the ubsence of customer approval,
CFPNF Is only used by the Company to provide or wurket service offerings among e categories of
service (he, local, interexchange, and CHMRS) to which the customer already subscribes. The

Company’s CPNI policics prohibit the sharing of CPNT with afftfiated companies, axcept a8 peymitied

under Rule 64.2005(a)(1} or with customer approval pursuant t¢ Rule 64.2007(b). The only excepiions
2o these policies are as permiited under 47 0.8.C. § 222(d) and Rule 64.2005.

Section 64.2007 ’ Approval reguired for use of customer propriciary setwork information.

{&) A twlecommunications certier may obtain approval through writfen, oral or electronic
methods.

(1) A telecormnunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval bas been given in compliance with the Commdssion’s rules in this part.

{2} Approval or disepproval to use, gisclose, or permit access to & customer’s CPNI obtalned by 2
telecommunications carrier must remain in offect antil the custorer revokes or limits such approval or
dlsapproval.

3} A telecommunications carvier must maintain records of approval, whether oral, wrltten or
sleconic, for at least one year,

Bt afl circumstances where custorzer approval is reguired te use, disclose or permit access fo CPNI, the '

Company's CPNI policies require thet the Company obtatn cnstomer qpproval irough writier, oral or
electronic meilvods in conplinnce with Rule 64,2007, A customer's approval or disapproval remains in
affect until the customer revokes or Umils the epyrroval or disapprovel. The Compuany makntains records
of customer approval (whether written, aral or electronic) for a wininuem of one yean

(%) Use of Opt-Cut and Opt-In Approval Processes. A telecommunications carrier may, subject
to opte-out approval ov opt<n appsoval, we s customer’s individeally idemifidble CPNI for the pupose.of
marketing communications-related services to that customer. A telecommundeations cartier may, subject io
opt-out approval or opt-in approvel, disclose its customer’s individually identifiable CPNI, for the purpose
of marketing communications-related services to that customer, to its agents and #ts affiliates that provide
communications-related services. A felecommumications cerrier ray also perodt such person or entities (o
obtain acoess to such CPNY for such purposes. Except for vee and disclosure of CPNI that is permitied
without customer approval under section §64.2008, or that is described in this paragraph, or a5 otherwise
provided in section 2272 of the Compounications Act of 1934, a5 amended, & telecomumunications carrier
may only use, disclose, or permit acosss to its customer’s individuelly identiffeble CPNI subject to opt-in
approval,

The Compuny does no! use CPNI for any purpose {inciuding murketing convnunicatlons-reloted
services} and does not disclose or grant aceess to CPNI to any parly (including fo agents or affiliates that

provide communicetions-related services), except of permitied upder 47 USIC, § 222(d) and Rule
64,2005,



Section 64,2608 Notiee required for use of customey proprietary network formation,

(8} Notification, Generally. (1} Prior to amy sclicitaion for customer zpproval, a
telecomimunications cayrier must provide notification to the customer of the customer’'s Tight to restilot use
of, disclose of, and access fo that customer's CPNL

{2) A telecommunications carrier must maintain records of notifivation, whether oral, wriiten or

glectronic, 1or at Ieast one year,

{b) Individual notice t¢ customers must be provided when soliciting appmva’; to use, disclose, or
permit secess (o customers” CPMIL

{6) Content of Notize, Customer notification must provide sufficient information to ensble the
customar fo make an informed declsion a8 o whether to permit 2 carzler to use, disclose, or permit access
to, the customer’s CPNL. o

(1) The notification must state thet the customer has a right, and the carder has 2 duty, under
federal Taw, to protect the confidentiality of CPNL

(@) The notiffcation must specify the types of Information thet constitule CPNI and the speciiic
entities that will receive the CPNI, describs the purposes for which CPINE will be used, and inform the
customer of his or her ripht o disapprove those uses, and deny or withdraw access to CPNY at any tims.

{3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that » denjal of approval will not affect the
provision of any services to which the customer subsexibes, However, cardiers may provide a brief

statement, in 2 clear and neutral language, desoribing consequences directly resuliing from the lack of
aucess to CPNL

€4) The notiﬁcaécn moust be comprebensible and must not be misieading.

{5} If written notification Is provided, the notice must be clearly legible, use sufficiently large
fype, and be placed in an area 5o as to be readily apparent to a customer.

{6) If any portion of a notification is franslated into another language, then al} portions of the
notification must be translated into that language.

{7y A carrier may stats in the notification that the customer's approval to use CPNE may enbance
the carrler’s ability o offer products and services tailored to the customet’s needs, A cargier also may state

in the potification that it may be compelied to disclose CPNI to any person upon affirmative written request
by the customer.

{8) A carxier may not include in the notification any statement attempting to encourage a customier

to freeze third-party access to CPNL

{8} The notification must state that any approval, or denial of approval for the wse of CPN)
outside of the service to which the cusiomer shready subscribes from that carrler is valid vntil the customer
affimatively revokes or linsdts such approval or denial.

{I0) A telecommunications carrier’s scliciteion for spproval must be proximate to the
notification of 2 customer’s CPNI vights,

The Company’s CPNI pollcies reguive thal customers be notified of their vights, and the Companys
obligations, with respect to CPNY prior fe any solicitation for customer approvel. 4l reguired custorer
notlces Gwheiher written, oral or clecironic) comply with the requirements of Rule 64.2008, The

FRem—



Compuny maintains records of all reguired customer notices (whether writien, oral or elecironic} for a
waininuem of one year,

{8) Notice Reguirements Specific to Opf-Out. A telecormunications carrier must provide
notificaiion @ obin optout approval through elechropic or written methods, but not by oval
comrnunication (except as provided fn paragraph () of this section). The contents of any sweh notification
oast comply with the requirements of paragraph (¢} of this section.

(1) Carriers must wait & 30-day minimum. period of time afler giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit eccess to CFNIL A
carrier may, b its diseretion, provide for a longer peried. Carrlers must notify customers as 1o the
applivable waiting pertod for a response before approval is assumed,

(D) In the case of an electronic form of notiﬁca‘cion, the waiting perlod shall bepin to yun from the
date on which fhe notification was sent; and

(i Tn fhe case of notification by mail, the waiting period shall begin to ran on the third day
following the date that the notification was mislled.

{2) Catlers using the opt-out mechanism must provide notices to thef custoroers every two
years, ‘

(3) Telecommunicntions corriers that use e-mail to provide opt-out notices must comply with the
following requivements in addition o the requirements generally applicable (o notification;

(i) Carriers must obiain express, verifiable, prior approval from conswmers t soud notices via e-
mnail regarding thelr servics in general, or CPRI in particnlar;

(1) Carriers must dllow customers 10 reply directly to e-mails contalning CPNI notices 1o order to
opt-out;

{ifl) Opt-out e-mall notices that are reterned fo the carrier ag wndeliverable must be sent to the
-custotner in another form before carriers may consider the customer to bave received notice;

{iv) Carriers that use e-mall o send CPINI notlecs must ensure that the subject line of the message
clearly and aceurately identifies the subject matter of the c-mall; and

(v} Telecommunicaiions carriers must ke aveilable to every customer a method to opt-out that
is of no additional cost fo the customer and that js available 24 hours 3 day, seven duys a wesk, Carrjers
may satisfy this reguirement through a combination of methods, so-long a5 all customers have the ability to
opt-put at no cost and are able to sffectuute that choice whenever they choose. '

The Company dees not currently sollclt "opt out™ customer approval for the use or disclosure 6f CPNIL,
The Compeny does not use CPNI for any purpose (including marketing commuadeations-related
services) and does not disclose or grapt access o CPNI to any party (inclyding to agents or affifiates that

provide communications-related services), except as permitted urder 47 US.C § 22200} and Rule
64.2005.

() Notice Requirements Specific to OpiIn. A twlecommunications carrier may provide
notifioation 3o obiatn opf-in approval through oral, written, or eleotronic metheds. The contents of any such
notification ymust comply with the requirements of paragraph {c} of this section,

The Company does not cirrently sotfeit "opt In" customer approval for the nse or disclosure of CPNI,
The Company does not use, disclose or grant access fo CPNI for any purpose, fo auy party or by any
mpnner that would require o customer's "opt In" approval under the Cominlsyion's CPNI Rudes.

semrmmpe -



(D) Notice Reguirements Spevific 1o One-Time Use of CPNL (1) Carriers may vse oral notice to
obtaln Kinited, one-thoe wse of CPNI for inbowmd and owtbound costomer telephone contacts for the

duretion-of the call, regerdiess of whether castiers use optont or optin approval baged on fhe nature of the
comtact.

(2) The contents of suy such notification must comply with the requiremsents of paragraph (¢ of
this section, except fhat elecommunications carriers may omit any of the Hillowing notice provisions if net

ToIGValT 10 the HImted U5e 10f WilehH (HE CalTier §oeks LN

(i} Carriers need not advise customers that if they have opled-out previously, no action is needed
to mmintain the opt-out election;

(i) Carriers need hot advise customers that they may share CPMI with their affiliates or third
parties snd need not name those entifies, if the Hinited CPNI usage will not result in use by, or disslosure
to, an affiliate or third party;

(i) Carriers need not disclose the means by which a customer can deny or withdraw filure zocess

te CPN, so Jong as carriers explain to customers that the scope of the approval the carrier seeks is Hmited
to one-time use;, and

(iv) Cerriers may omit disclosure of the precise steps  customer must take in order o grant or

deny access to CPNI, as long as the carrier olearly communicates that the customer can deny access to his
CPNI for the call,

In instonees where the Company seeks ene-thue customer approval for the use or disclesure of CPNY,
the Company obtains such approval fe docordance with the disclosures, methods and requivements
comteined in Rule 2008(0,

Stw.{.ian 64,2009 Safeguards required for use of enstomer proprietary gebwork information.

(z} Telecommunications carriers must jmplement & system by which the status of a tustorner’s
LTPNT approval can be olearly established prior o the use of CPMIL

The Company’s bitling system allows enthorized company personnel Yo cusily determine the siatus of o
custoraer’s CPNI approval on the cusiomer accoutit screon prior 1o 1he use or disclosire of CPNE,

(6) Telesommunicetions carriers must frafn their personnet as to when they ave and ave not
amthorized to use CPNY, and carriers must have an express disciplinary process in place.

The Company has estublished CPNI complionee policies that inelude ewployee tealning on resirictions
on the use and disclosure of CPNI and reguived safeguiards o protect aguinst wnavithorized use or

disclosure of CPNI, Emplayees have sighed that they anderstond the CPNI policles and a vielation of
those policies will result In disciplinary action,

()} Al carriers shall maintain & record, electronically or in some other manner, of thely own and
their affilistes” sales and marketing cntnpaigns thet use thelr custorers” CENL Al earriers shall maintain &
record of o}l instances wheye CPNI was disclosed or provided o third parties, or where third parties were
aliowed scoess to CPNE  The zecord must include a deseription of each campaign, the specific CPNE that

was need in the campaign, and what products and services were offered as a part of the campaign. Carrlers .

shall retain the record for a miniroum of one year,

The Company’s CPNI policies require that olf sales and marketing compaigns nciading those yrithing
CPNY be recorded and kept on flle for at least one yeur. Records are also mabitained for disclosare or
aecess fo CPNI by thivd partles, The records include the regnired information Bisted i Rule 64.2009(),



{4}y Telecomwmmications carriess must esiabiish a supervisory review prooess regarding cartier
complinnce with the rules in this subpatt for outbound marketing sitvations and mamtain records of sarrder
complisnee for a minimumn peried of one year. Specifically, sales personnel must obtain sapervisory
approval of any praposed out-bound marketing request for castomer approval,

The Company’s CPNI policies requiré employecs lo obtain approval from the Compary’s CPNY
CompHance Officer. for all marketing compaigns, Including those ptilining CPNI privr o inltiating that

campaign. Record of the marketing compalgns, aleng with the approgrivte supervisory approval is
maintained for ut teast one year,

(&) A telecommumications catvier must have m officer, as an agent of the carrier, sign and He
with the Commission a compliance cestificate on an anval basis. The officer must state in the cextification
that he or she has personal knowledge thet the company has estabiished operating procedures that are
adequate to ensure compliance with the rales in this subpart. The carrfer must provide a sistement
accompanying the ceriifleate explaining how Hs operating procedwres ensure that i is or & not In
compliance with the rules in this subpart. In addition, e carrier must nciude an explonstion of any
actions taken against data brokers and a summery of 2]} customer complaints received in the past year
conecerning the unauthorized release of CPNL This filing reust be made anwally with the Enforcement
Bureaw on or Before March 1 in EB Docket Mo. 06-36, for dafs pertaining to the previous calendar year,

The reguired officer ce}liﬁca!ion, acifons taken agalnst dota brokers and summary of customer
complaint documents ere nclded with this eccompenying stefement.  The Company will file these
documents on an annual basis on or before March 1 for date pertuining to the previous ealendar year.

(£ Curriers raust provide wrltten notice within five business days to the Commission of any
instance where the opt-out mechenisms do not work properly, to such a degree that consumers® inability fo
opt-put is more than an anomaly.

{1) The notice shell be in the form of a letter, and shall include the carrier®s name, a desoription of
the opt-out mechanism{s) used, the problems(s) experienced, the remedy proposed and when It will befwag
implemented, whether the relevant state commibssion(s) hus been notified and whether 1t has taken amy
action, a copy of the notice provided to cugiomers, and contact information.

(%} Such notice must be submitted even if the carrler offers other methods by which consumers
Ay opt-out.

The Company does not currently solicit "opt out” customer approvel for the use or disclosure gf CPNE,
Beetion 64.2010 Safepuards on the disclosure of customer proprietacy Hetwork information.

{2} Safeguarding CPNI Telecommunications cariers must take reasonable measures to discover
and profect against attempls to gain unauthorized access to CPNL  Telocomummications carriers must
properly anthenticate a custorner prior to disclosing CPNI based on customer-initiated telephone contact,
online a0cowst access, or ak instore visit.

The Campany’s CPNY policies and employee froiwing include regsonable measures to fiscover and
Proteci against activily thet is Indicative of prelesting and employees are histructed fo notlify the CPNT
Complizice Officer if any such activity Iy suspected.

) Telephone docess to CPNIL  Telecommunications carriers may only disclose call detail
information over the telephome, based on customer-initisted telephone contact, if the customer frst
provides the carrier with a password, as desoribed in paragraph: (&} of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide z password, the telecommunications carrier may only disclose cell detail information by
sending it fo the customer’s address of record, of, by calling the costomer af the telephone purgber of
reeord, TTthe customer is able to provide call detail information to the tlecommunications catrier during a



customer-initiated call without the telecommunicaions carrier’s assistance, then the tslecommmunications
cartler is permiited to discuss the call detail information provided by the customer.

The Company’s CPNI policies ensure that a customer is only able to gecess call detafl Informuation over
the telephone Vn one of the weys lisied in Rale 64.201008). If the customer cannot remember their
password, fhey are prompried fo answer @ securily question. Nelther the password nor the securily
questlon are based on reedily availeble bipgrophical Byfermation oy eccount information,  Cistomer

service representatives are instracied tv authentivate onstomers over the telephone e alf instances except

in fhe case where the custower provides the coll deseil Iyformation withont the assistence of the
Compary.

() Online aceess to CPNL A wlecommunications carrier must anthenticate a customer withous
the use of readily available biographical information, or account informetion, prior to allowing the
customer onling access to CPNI related to a telecommunications service sccount, Once authenticeted, the
customer may enly obtaln online access to CPNI related toa wlecommunications service account through a
password, as desoribed in parageaph (€} of this seofion, thet is not prompied by the carrier asking for reedily .
gvailable biographical information, or account information.

The Companp’s customers do not cierrertly have access 1o their acconnt ontine,

(d) In-Store access fo CPNJ. A telecommunications carrier may disclose CPNI to a customer
who, at & carrier’s retail location, first presents to the telecommunications canrder or its agent a valid photo
1D matching the customer’s account information.

The Company’s CPNI policies allow the Company to disclose call derell CPNI to the customer at a retuil
locution afier presenting v vatid photo TD that medehies the custorner’s acconnt informaetion.

(&) Esablishment of a Password and Back-up Authentication Methods for Lost or Forgotten
Passwords. TFo establish a password, 2 telecotmmmumications carvier must anthenticate the customer without
the use of readily available biographical information, or account information. Telecommunications carriers
may create a back-up customer awthentication method in the event of a Jost or forgotien password, but such
backup customer authentication method may not prompt the customer for readily available biographical
‘infotmation, or account infornostion. Jf 4 customer carmot provide the cotiect passwerd or the correst

response for the back-up cugtomer anthentication method, the customer wmust estzblish 2 new password as
dessribed in this paragraph.

The Compuny’s CPNI policies aliow for a few ways (o establish a password, all of wihich ensnre
compliance with the above paragraph, Bacl methed also aliows the custorzer fo establish a back-up or
secnrlty question in the event that thep forget their password, In o event does the Company vse readily
wvallable biegrapkical Information or necound information s a back-np question or as a means
establish o password or authenficate the custormer,

(f) Notification of aocowst changes., Telecommunications carriers must notify customers
immediately whenever a passwond, customer response to o back-up means of authentication for lost or
forgotien passwords, online account, or address of record is oreated or changed. This notification s 1ot
required when the customer Initiates serviee, inchuding the seleotion of a pasyword at service indtistion,
This notification may be through g carrier-origingted vojcemail or text messege to the telephone munber of

Lrecord, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

The Compary’s billing system generafes « notification letter when any of the flelds listed in Ruie
G4.201000 is created or changed.  The Company hamedintely moils out the novification to the address of
record (never o wew address) when requived by Rule 64.2010(f}. The content of the notification complies
with the reguirements of Rule 64.2010(().



(g) Business Customer Exemption. Telscommunioations carriers may bind themsebves
contractually to authestication regimes other than those described in this section for services they provide
to their business customer that have both 2 dedicated account representative and # contract that specifically
addresses the carriers’ protection of CENL

The Company does not willze e brsiness customer gxeeption al fils thme.

Section 64.2011 Nofification of customer proprictary vetwork information security
breaches.

{m) A telecommundcations cartier shall notify law enforcement of a breach of Its customers” CPNI
gs provided in this section. The camier shell not actify its oustormers or disclose the breach publicly,
whether voluntazrily or wider state or local law or these rules, unt:l ithas completed the proeess of noﬁfymg
law enforcemont pursuant 1 paragraph (b).

(b} As soom as practicable, and In no event later then seven {7) business days, after reasonable
determination of the breach, the telecomrpunications cartier shall electronically notify fhe United States
Secyat Service {U583) and the Federal Burean of Tnvestigation (FBY) theough a central reporting faciiity,
The Cominission will maiutein 2 link to the reporting facitity at htepudfwwew foo.zovieb/onnd.

() Notwithstemding any state law to the conpary, the carcier shall not notify customers or
disclose the breach to the public until 7 full business days have passed alter notification o the USSS and
the FBI except as provided in paragraphs €2) and (3).

(%) 1fthe carrier believes that there s an exiraordinatily urgest need to notify any class of affected
customers sooner than otherwiss sliowed wnder parapraph {13, in order to avoid jmmediate and reparable
harm, it shall so indicme in #s notification and my proceed to iromediately notify its affected customers
only after consubéation with the relevans Invesilgeting agency. The carnier shail cooperate with the relevant
investigating agency’s request to minimize any adverse effects of such customer notification.

(3} I the relsvamt Ivestigaling agency determrines that the public disclosure or notice fo
wnstomers would impeds or compmmise an ongolng o putential cximinal vestigation or national secusity,
such agency may direct the carsfer not to so diselose or rotify for an injtial pesiod of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction s given, the agency shall notify the camder when it appeats that public disclosure or notice o
affected customers wili no Jonger impede or compromise a oriminal investigation or national security. The
agency shall provide in writing its njtial direction fo the carrier, any subsequent extension, and any
notification that notlee will no longer frpede or compromise & criminal investigation or national security

and such writings shall be comtemporaneonsly logged on the same reporting facihty that contains records of
notifications filed by camiers.

(¢} Recordkegping. All carriors shall maintain a record, elecironically or in some ofher yanner, of
any breaches discoversd, notification made 1o the USSS and the FBY pursuant to paragraphk (b), and
netifiontion made o custosners. The record must include, Havailable, dates of discovery and potification, &
detailed description of the CPNI thet was the subject of the breach, and the clrcumstances of the breach.
Carriers shal retain the record for a minfmm of 2 years.

The Company fias policics und procedures in place to ensure compliance with Rule 64.2011. When ¥ is
reasonably determined fhat a breach has occurred, the CPNI Cowmplinnce Gfficer will notlfp law
enforcerrent sud Hs custorer in the required Uimeframes, A record of the breach Wil be mointeined for
a minimtum of twe yewrs and will include ol Informotion required by Rele 642017



